Vectorial Boolean functions are crucial building blocks in symmetric ciphers. Different known attacks on block ciphers have resulted in diverse cryptographic criteria of vectorial Boolean functions, such as differential distribution table and nonlinearity. Very recently, Bar-On et al. introduced at Eurocrypt'19 [4] a new tool, called the Differential-Linear Connectivity Table ( DLCT), which allows for taking into account the dependency between the two subciphers E 0 and E 1 , and leads to significant improvements of differentiallinear cryptanalysis attacks on ciphers ICEPOLE and 8-round DES. This paper is a follow-up work of [4] , which presents further theoretical characterization of the DLCT of vectorial Boolean functions and also investigates this new criterion of functions with certain forms.
INTRODUCTION
Let p be a prime and n, m two arbitrary positive integers. We denote by F p n the finite field with p n elements and by F n p the n-dimensional vector space over F p . In this paper, we always identify the vector space F n p with F p n . For any set E, we denote the nonzero elements of E by E * and the cardinality of E by #E.
Vectorial Boolean functions, also called (n, m)-functions from F n 2 to F m 2 , play a crucial role in block ciphers. Many attacks have been proposed against the diverse block ciphers, and have led to criteria, such as low differential uniformity, high nonlinearity, high algebraic degree, etc, that the implemented cryptographic functions must satisfy. In Eurocrypt'18, Cid et al. [8] introduced a new concept on the cryptographic property of S-boxes: the boomerang connectivity table (BCT) that permits to simplify the complexity analysis on the dependency between the upper part and lower part of a block chipher in the boomerang attack. The work of [8] shortly attracted research attentions in the study of BCT property of cryptographic functions [2, 17, 20, 23] and stimulated research progress in other cryptanalysis methods. Very recently, in Eurocrypt'19, Bar-On et al. [4] introduced a new tool called the differential-linear connectivity table (DLCT) that takes the dependency into account and to use it for making the classical differential-linear attacks [15] more efficient. The authors also presented the relation between the DLCT and the differential distribution table (DDT) of S-boxes, indicating that each row of the DLCT is equal (up to normalization) to the Fourier transform of the Boolean function represented by the corresponding row of the DDT. This paper aims to provide further theoretical characterization of the DLCT property, explicitly the DLCT spectrum and differential-linear uniformity (DLU), of vectorial Boolean functions. To this end, we firstly establish a connection between DLCT and a generalized concept of the additive autocorrelation, which is extended from Boolean functions to vectorial Boolean functions and is used as a main tool in this paper. Based on the study of the additive autocorrelation of vectorial Boolean functions, we give some characterizations of the DLCT by means of the Walsh transform and the DDT, and generic lower bounds on the DLU of vectorial Boolean functions. Moreover, for certain functions like monomials, APN, plateaued and AB functions, we presented the relation of their DLCT with other cryptographic criteria: we show that the DLCT of monomials x d on F 2 n with gcd (d, 2 n − 1) = 1 is identical to the additive autocorrelation of Tr 2 n x d , where for any α ∈ F 2 n , Tr 2 n (α) = α + α 2 + α 4 + · · · + α 2 n−1 , and the DLU of x d becomes the absolute indicator of Tr 2 n x d . The DLCT of APN and AB/plateaued functions are converted to the Walsh transform of two classes of balanced Boolean functions. Next, we investigate the DLCT property of vectorial Boolean functions under affine, extended-affine (EA) and Carlet-Charpin-Zinoviev (CCZ) equivalence, and show that the DLCT spectrum is affine-invariant and the DLU is EA-invariant but not CCZ-invariant. Furthermore, based on the classification of optimal S-boxes with 4 bit by Leander and Poschmann [16] , we calculate their differential-linear uniformities and DLCT spectra (see Table II ) by Magma, which indicates that the DLU of optimal 4-bit S-boxes only takes value 4 and 8. Finally, we investigate the DLCT spectra of some special polynomials over finite fields with characteristic two. It is shown in this part that the DLCT spectrum of the inverse function can be properly characterized by the Kloosterman sums, the DLCT spectrum of all quadratic polynomials can be completely determined and the DLCT of the Kasami APN monomials for some parameters appear to be optimal.
The rest of this paper is organized as follows. Section 2 recalls basic definitions, particularly the generalized tool of the additive autocorrelation and the concept of DLCT, as well as some known results that we will use in our subsequent discussions. Section 3 is devoted to the characterization of the DLCT: we firstly characterize the DLCT by means of the Walsh transform and DDT and generic lower bounds on the DLU of any vectorial Boolean functions; and then study some properties about the DLCT of monomials, APN, plateaued and AB functions. Besides, we consider the property of invariant of the DLU, the DLCT spectrum under the affine, EA and CCZ equivalences. By Magma, we also present all possible values of the DLUs and DLCT spectra of optimal 4-bit S-boxes. In Section 4, we compute the DLCT spectra of some special polynomials. Finally, Section 5 draws a conclusion of our work in this paper.
PRELIMINARIES
In this section, we firstly recall some common concepts about (vectorial) Boolean functions and known results that are useful for our subsequent discussions. Since the vector spaces F n 2 , F m 2 can be deemed as the finite fields F 2 n , F 2 m under certain bases, we will use the notation F n 2 (resp. F m 2 ) and F 2 n (resp. F 2 m ) interchangeably when there is no ambiguity. We will also use the inner product a · b, where a, b ∈ F n 2 , and Tr 2 n (ab) in the context of vector spaces and finite fields interchangeably.
A. Walsh transform, Bent functions, AB functions and Plateaued functions
For any n-variable Boolean function f , its Walsh transform from F n 2 → C is defined as
where " · " is an inner product on F n 2 . The Walsh transform of f can be seen as the discrete Fourier transform of the function (−1) f (x) and yields the well-known Parseval's relation [6] :
The nonlinearity of f is defined by
where |r| denotes the absolute value of any integer r. According to the Parseval's relation, it is easily seen that the nonlinearity of an n-variable Boolean function is upper bounded by 2 n−1 − 2 n/2−1 . Boolean functions achieving the maximum nonlinearity are call bent functions [6, 22] , of which the Walsh transform takes only two values ±2 n/2 .
For an (n, m)-function F from F n 2 to F m 2 , its component Boolean function for a nonzero v ∈ F m 2 is given by
For any u ∈ F n 2 and v ∈ F m 2 , the Walsh transform of F is defined by that of the component Boolean
Moreover, the nonlinearity of F is defined by the nonlinearities of the component Boolean functions, namely,
An (n, m)-function F is called vectorial bent, or shortly bent if all its component Boolean functions
It is well known that F is bent only if n is even and m ≤ n 2 . Interested readers can refer to [19] for more results about bent functions. For (n, m)-functions F with m ≥ n − 1, the Sidelnikov-Chabaud-Vaudenay bound
gives a better upper bound for nonlinearity than the universal bound [10] . This bound can be achieved by the almost bent (AB) functions for odd n and n = m, where the inequality becomes
It is well known that a function F from F n 2 to itself is AB if and only if its Walsh transform takes only three values 0, ±2 
B. Differential uniformity
For an (n, m)-function F and any u ∈ F n 2 \{0}, the function
is called the derivative of F in direction u. The differential distribution table (DDT) of F is given by a 2 n × 2 m table, in which the entry for the (u, v) position is given by
where u ∈ F n 2 and v ∈ F m 2 . The differential uniformity of F is defined as
for any x, u in F n 2 , the entries of DDT are always even and the minimum of differential uniformity of F is 2. The functions with differential uniformity 2 are called almost perfect nonlinear (APN) functions.
C. The additive autocorrelation of (vectorial) Boolean functions
In this subsection, we first recall the additive autocorrelation of cryptographic Boolean functions introduced in [25] and extend the definition to vectorial Boolean functions.
Definition 1. [25]
Given a Boolean function f on F 2 n . For each u ∈ F 2 n , the additive autocorrelation of the function f at u is defined as
Furthermore, the absolute indicator of f is defined as
Similar to the Walsh transform, we define the above criteria of a vectorial Boolean function F in terms of its component Boolean functions and use the same names.
and the autocorrelation spectrum of F is given by
Moreover, the absolute indicator of F is defined as
and the sum-of-squares indicator of F is defined as
D. Kloosterman sums
The Kloosterman sums have been widely studied for a long time for their own sake as interesting mathematical objects and have recently become the focus of much research. Below we recall the classical binary Kloosterman sums and some results that are used in this paper.
The Kloosterman sum over F 2 n is defined as
there is an element a ∈ F 2 n such that K(a) = s.
E. Differential-Linear Connectivity Table
Very recently, Bar-On et al. in [4] presented the concept of the differential-linear connectivity table (DLCT) of (n, m)-functions F . Due to the isomorphism between vector spaces and finite fields, the definition of DLCT will be converted to that of polynomials over finite fields.
Definition 3. [4]
Let F be an (n, m)-function. The DLCT of F is an 2 n × 2 m table whose rows correspond to input differences to F and whose columns correspond to bit masks of outputs of F . Formally, for u ∈ F n
Therefore, we only need to focus on the cases for u ∈ F n 2 \{0} and v ∈ F m 2 \{0}. In addition, we introduce some relevant definitions of DLCT. 
and the differential-linear uniformity (DLU) of F is defined as
In [4] the authors gave the follwing relation between the DLCT and the Fourier-Walsh transform of the DDT:
This immediately gives the following connection between the DLCT and the additive autocorrelation of vectorial Boolean functions:
SOME CHARACTERIZATIONS AND PROPERTIES OF DLCT
In this section, we give some characterizations and properties of DLCT of vectorial Boolean functions from the viewpoint of the additive autocorrelation introduced in Subsection 2-C.
A. Characterizations of DLCT by means of the Walsh transform
In this subsection, we give some characterizations of DLCT by the Walsh transform.
(2)
Moreover, we have
(3)
Proof.
(1) This item can be easily verified according to the definition.
(2) According to the definition, for any ω ∈ F n 2 ,
From the Inverse Discrete Fourier Transform, we have
Therefore, Eq. (2) holds with Eq. (1). Moreover, we have
(3) For any u ∈ F n 2 and v ∈ F m 2 ,
The proof is completed.
It should be noted that the authors of [12] and [25] obtained the relations in Eq. (2) and Eq.
(3) for Boolean functions. Here we generalize those results to vectorial Boolean functions.
B. Characterizations of DLCT by means of the DDT
We in this subsection consider the characerizations of DLCT by means of the DDT.
In particular, when m = n and F permutes F n 2 , v∈F n 2 DLCT F (u, v) = 0;
(1) According to Eq. (1),
In particular, when m = n and F permutes F n 2 , DDT F (u, 0) = 0 and thus v∈F n 2 DLCT F (u, v) = 0.
(2) It holds since for any u ∈ F n 2 ,
C. Characterization of bounds on the DLU
Similar to other cryptographic criteria, it is interesting and important to know how "good" the DLU of a vectorial Boolean function could be. It is clear that the DLU of any (n, m)-functions is upper bounded by 2 n−1 . The following theorem characterizes the lower bound on DLU of any vectorial Boolean functions.
Proof. It is well known that for any functions F from F n 2 to F m 2 ,
with equality attained if and only if F is APN. It follows from Eq. (3) that
Since
The desired conclusion follows from the above inequality.
The condition m ≥ n − 1 is assumed in the above theorem to make non-negative the expression located under the square root. Note that for m = n − 1, it leads to a trivial lower bound; and for m = n, it gives a non-trivial lower bound
In the case that n is even, since DLU F must be even, we have Corollary 3.4. Let F be a function from F n 2 to itself, where n is even. Then
Remark 3. Let F be a function from F 4 2 to itself. Then DLU F ≥ 4. Moreover, it is direct to check by Magma that DLU F = 4, where F is the inverse function over F 4 2 . However, we think the bound can be improved from the experiment result by Magma. 
is a bent function. Therefore, the DLCT spectrum Γ F = {0} if and only if F is a bent function. It is well known that F is bent only if n is even and m ≤ n 2 . Thus for the case n is even and m ≤ n 2 , the DLU of any (n, m)-function F satisfies DLU F ≥ 0 and the equality is attainable.
D. DLCT spectrum and DLU under three equivalence relations
Let n, m be two positive integers. There are several equivalence relations of functions from F n p to F m p and they play vital roles in constructing functions with good properties, like AB and APN functions [3] .
In this subsection, we first recall three equivalence relations, i.e., affine, EA and CCZ. Then we study the DLCT and relative concepts with the perspective of equivalence relations. 
It is known that affine equivalence is a particular case of EA equivalence. EA equivalence is also a particular case of CCZ equivalence, and every permutation is CCZ equivalent to its compositional inverse.
For two important properties of cryptographic functions, i.e., differential uniformity and nonlinearity, they are both CCZ equivalent invariants. However, as we will show in this subsection, the Differential-Linear uniformity is only an EA equivalent invariant, instead of a CCZ one. Moreover, the DLCT spectrum is only an affine equivalent invariant.
Proof. Since F and F ′ are EA equivalent, there exist affine mappings A :
Assume that the linear parts of A, A 1 , A 2 are L, L 1 , L 2 respectively. Then for any u ∈ F n 2 \{0} and v ∈ F m 2 \{0},
where L T 1 denotes the linear mapping whose corresponding matrix is the transpose of the corresponding matrix of L 1 . Hence, DLU F = DLU F ′ . Moreover, when F and F ′ from F n 2 to F m 2 are affine equivalent, namely, A = 0, we have
and thus Λ F = Λ F ′ , naturally Γ F = Γ F ′ .
Example 1. There are two examples to claim that the Differential-Linear uniformity is not an invariant of
CCZ equivalence and the DLCT spectrum is not an EA equivalence. In [16] , the authors classified all optimal S-boxes (permutations) over F 4 2 having best differential uniformity and nonlinearity (both 4) up to affine equivalence and found that there are only 16 different optimal S-boxes, see Table I . Based on the classification of optimal S-boxes, we obtain all possibilities of the DLCT spectrum and DLU of optimal S-boxes, see Table II . 
E. DLCT of monomials
We in the subsection consider the DLCT of monomials over the finite field F 2 n .
. Then
Moreover, if gcd (d, 2 n − 1) = 1, then
Proof. For any u, v ∈ F * 2 n , we have
Moreover, if gcd (d, 2 n − 1) = 1, then for any v ∈ F * 2 n , there exists a unique element u ∈ F * 2 n such that v = u d . Furthermore,
The desired conclusion follows from Proposition 1.
with gcd (d, 2 n − 1) = 1. Then from Proposition 3.6, we have
, which is indeed the additive autocorrelation of the function Tr 2 n x d at u. Moreover, the DLU of F = x d in this case, i.e., max u∈F * 2 n |∆ F (u, 1)| is the absolute indicator of Tr 2 n x d . In [25] , the authors proved that if f is a non-bent cubic Boolean function on F 2 n . Then the absolute indicator of f satisfies ∆ f ≥ 2 n+1 2 . Thus if Tr 2 n x d is non-bent cubic, then the DLU of F = x d satisfies DLU F ≥ 2 n−1 2 , which is better than the bound in Corollary 3.4. In addition, it was conjectured in [25] that the absolute indicator of any n-variable balanced Boolean function is lower bounded by 2 n+1 2 . Although this conjecture was disproved for even n, it is believed to be true for odd integer n. With the relation between DLU and the absolute indicator, we propose the following optimality of vectorial Boolean functions with respect to the DLCT property. Definition 6. For an odd integer n, an (n, n)-function F is said to be optimal with respect to the DLCT if its DLU is equal to 2 n−1 2 .
In the next subsection, we will show that this lower bound can be achieved by certain Kasami-Welch APN monomials.
F. DLCT of Plateaued, AB and APN functions
APN and AB functions provide optimal resistance against differential attack and linear attack, respectively.
Many researchers have considered some another properties of APN and AB functions, see [1] . This subsection will investigate the DLCT of these optimal functions. We start with a general result for plateaued functions. 
Then
Further, when F is an AB function from F n 2 to itself, namely, r v = 2 n+1 2 for any v ∈ F n 2 \{0},
Proof. According to Eq. (2), we have
Particularly, when F is an AB function, i.e.,
Remark 6. Proposition 3.7 is inspired by and a generalization of the result in [12] , where the authors investigated the additive autocorrelation of a plateaued Boolean function f in terms of its dual function, and proposed several families of n-variable Boolean functions with absolute indicator 2 (n+1)/2 .
As a natural generalization of Theorem 5 in [12] , the following proposition gives the DLCT of the Kasami-Welch APN monomials for certain parameters. Proof. For any nonzero v in F 2 n , it follows from the proof of Proposition 3.6 and the fact gcd(d, 2 n −1) = 1,
where f v is the component function of F given by f v (x) = Tr 2 n (vF (x)). According to the Walsh spectrum of the function Tr 2 n (x d ) [11] , the dual function of f v can be given byf
. This is a Gold-like function and it's well-known that its Walsh spectrum is {0, ±2 (n+1)/2 }.
The desired conclusion follows from Proposition 3.7.
From the known result in the literature, it appears that optimal (n, n)-functions with respect to DLCT are rare objects, which is also confirmed by experimental results for small integer n. Below we propose an open problem for such functions. 
Then the DLCT of F (x) satisfies
Proof. Since the APN function F (x) leads to a 2-to-1 derivative function D u F (x) at any nonzero u, we known that D u has 2 n−1 elements. Then,
The desired conclusion immediately follows from Eq. (1).
Remark 7. From Propositions 3.7 and 3.9, we see that the values of DLCT of APN and AB functions are given by the Walsh transform of two families of Boolean functions f u in (8) andf v in (9) . It is easily seen that for APN and AB functions, both these two families of functions are balanced. It is well known that a Boolean function is balanced if and only if its Walsh transform vanishes at the zero element. Therefore, for any balanced Boolean function f , together with the Parseval's relation, the Walsh transform of f satisfies
Thus, the DLU of any APN and AB functions F over F n 2 is lower bounded by 2 n−1 1 2 n −1 , which is consistent with the bound in Corollary 3.4.
DLCT SPECTRA AND DLU OF SOME SPECIAL POLYNOMIALS
In this section, we mainly consider some special polynomials with low differential uniformity. Explicitly, we consider the DLCT spectra and DLU of the inverse, Gold and Bracken-Leander functions. In addition, the DLU of all quadratic polynomials can be determined. We divide our results into three subsections according to their algebraic degrees.
A. The inverse function
Moreover, for any γ ∈ Γ F , γ ≡ 0 (mod 4) when n ≥ 3. Particularly, when n = 2k is even, DLU F = 2 k .
Proof. By Proposition 3.6 it suffices to compute ∆ F (1, v) . According to the definition,
Let sets S 0 and S 1 be S 0 := α ∈ F * 2 n |Tr 2 n (α) = 0 and Tr 2 n v α = 0 , and S 1 := α ∈ F * 2 n |Tr 2 n (α) = 0 and Tr 2 n v α = 1 .
It is clear that Tr 2 n v x 2 +x = 0 if and only if x 2 + x ∈ S 0 and Tr 2 n v x 2 +x = 1 if and only if x 2 + x ∈ S 1 . Moreover, given α ∈ S 0 or S 1 , there exist two x = x 0 , x 0 + 1 ∈ F 2 n satisfy x 2 + x = α. Hence,
In the following, we compute #S 0 and #S 1 . We have
and thus #S 0 = 2 n−2 + K(v)−3
4
. Similarly,
Therefore,
Furthermore, for any γ ∈ Γ F , γ ≡ 0 (mod 4) can be obtained directly from Lemma 2.2.
Particularly, when n = 2k, from Lemma 2.1, the maximum of K(v) is 2 k+1 − 1 and in the case, Tr 2 n (v) = 0 according to Lemma 2.2. Thus the maximum of ∆ F (1, v) is 2 k . Similarly, the minimum of
B. Quadratic Functions
. Then Γ F ∈ −2 n−1 , 0, 2 n−1 and DLU F = 2 n−1 .
Proof. For any u, v ∈ F * 2 n ,
Moreover, since F is not bent, from Remark 4 we obtain DLU F = 0 and then DLU F = 2 n−1 .
. Assume d = gcd(i, n) and n = d · n ′ . Then
Proof. From the proof of Theorem 4.2, it is clear that
Equivalently,
C. Cubic Functions
Proof. For any v ∈ F * q 4 ,
Moreover, (1) When v ∈ F * q , L v (x) = 0 and thus ker (L v ) = F q 4 . Moreover, φ v (x) = Tr q 4 vx q 2 +1 + vx = Tr q 4 (vx) . Therefore, ∆ F (1, v) 2 = q 4 · x∈F q 4 (−1) Tr q 4 (vx) = 0.
(2) When v ∈ F q 4 \F q , φ v (x) is linear on ker (L v ), which can be proved by direct computations. Thus ∆ F (1, v) 2 = 0 only when φ v (x) is zero mapping on ker (L v ). In addition, according to Remark 4, there must exist some v such that ∆ F (1, v) = 0 since F (x) is not bent. Moreover, the Dickson Matrix of L v is
It is easy to compute that the Rank of D is 2 and thus # ker (L v ) = q 2 . Therefore, there exists some v with ∆ F (1, v) 2 = q 4 · x∈ker(Lv) (−1) φv(x) = q 4 · # ker (L v ) = q 6 .
Thus Γ F ∈ −q 3 , 0, q 3 and DLU F = q 3 .
CONCLUSION
This paper intensively investigate the differential-linear connectivity 
